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:;;ZC...^"A T JOKi UNDER 37 C.F.R. § 1.131 



:-5i': • Sm:in. <j ihe following declaration, 

; . :) :i>:" hv^entor c: subject matlsr claimed in the above captioned 



2. The claimed subject mailer was conceived before December 24, 1999 
c=s uccl m^-eo ir ihe inventiori Disclosure No. 10001436 I submitted in December 
"93£v A c..i ;ht ':iver :i:cr Disclosure No. 10001436 is attached to this 
Declar:3-!C:"i 3£ E:/hibii A 

I ded; : r~ '.-vai :\ . sia :emer:is made in this Declaration of my own knowledge 
are. true i ; si! slate me pes mace on information and belief are believed to be 
in:-.-. -iji tf -e? Jicii ih^se elements were made with the knowledge that willful 
feise ^iak; - :!-r!i;^ snti -he- like so made are punishable by fine or imprisonment, or 
both. Lifidirr- SfcMicn ! 001 of T;:ie 1S of the Uniled States Code and that such willful 
fal<->: steleme^:*;. may jeo^-=ii"iiz-s Ihe validity of the patent application or any patent 
;ss:i^ci -na: pis canon. 



D^te Kenneth Smith 
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KKH5T INVENTION DI^_<-OSURE _ pageoneof J_ 



fcisfrvtffcvu: Tte nfemation contmed in this document ts COtWANY COHRD&iTlAL and may not to tfscbsed to ottwrx vftouf prior 
aufftor iati un. Suhm tote (Bsctosm to the HP UiQ6i Dep&iment as soon as possSfa No potent pwt&iton is posatote 
authotind,piwmd.mri*iJbnMrt 



DMCffptiVO I Wa off ktvantlofc 
An jpparifaiitopnrfartui Lnktru^ (CodaSafe) 



RECEIVED 



Nun* of Prefect: DE C I 4 B M 



Product Nun or Numb*: KK fcJOlSE LEGAL 



Was a J a ac n ptim of (ho invention pufclshed. cr are you planning to pubfch? ffso, thedate(s) and pubfcafian(s)c 
NO 

Was a productively the inwm^ rf so, fte date(s) and locaSon(3): 

Yea. KiTofiaher products chotdd roach rnatfcot aowwftno in 2002 



Wasthefovonomd'EclooodtoanY^ rT80,too^s)andnairie(*): 
NO 

tfw«fa*aho»»tfua^atfowaiTaT Jnwrift^ cat irePalomarargMUgafflai^ 



Was tha invention oaacnt>ed in a lab 
Yaa. Km SmUi Lab Book Datad 12/8/99 



Was tho invention butt or tsstod? IT so, Inad&fa: 
No 



Was thte invention madsunc^agavBrnmarttav^rac^ If so, to agency and contract number 
Mo 



Dascripticflof Invarrticn: Please pesanmaB meads of to* mwrtfana^ Each *kti6of& page should 

to signed art dated tythatomtoi(sf andwtooss(o£}. 

A. Prior sokdiona and iheirolsadvantar^ 

B. ProrJoms sotvod by fi© InvBfifon, 

C. Advarrtagaariltehmtaiowwhath^ 

D. Do^cn^ftOTo^ttocofistniOOT 



Sfynaburaoff tnvan! 


ot(b): Pursuant to my (our) amiJayuaiil amaomant. 1 (fo) lubmft thb oTacfoaure on Oris date: t 


12*13/1999 J. 


3SB8&5 K 


— — 


396-S082 SM 


SW'Lab 


EfDCfttfttNo. 1 


tan* * S^nMuw 


Tabwt MUfatap 


Ertftf&LabKafna 


EnalDyaiNb. 1 


tana Sfemfaai 


Trtut Mifckp 


Enfiy ft tab Hum 


OnptoyM Mo. 1 


tow Sfervtro 


Tefaet Maasfep 


Ef4ty ft Lab Nun 


EmfJoyeA No. I 




Tat* MifMip 


^oyXLiDNama 



FonnS.I DFJDOC Raw- 1005/99 
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INVENTION DISCLOSURE 


COAaFANY CONFIDENTIAL 


PAGE .3*... OF 




Ttetowttflonm first I'M V* I fTT7 1 


Fill None 








^3 


FkjflNnnm 




^w- 






tnvmtor& Hoiim 


i Atkfrw Information: pmonttafcvJ»w^todb*tf ^to 






Iftwnkx"! Fat Mtam 
KametiKiy Sixth 


Stat 

11776 W. Radar Dn 


Bote 




Hate 


S3713 




Do you hmallMU 


rtWRCX AA*W*7 RXXBGDC 0* 


State 


J* 




QaoU«(Mttnm 

Ken 




GBbmsb* 







ImtrtFulNama 



Cfly State Z? 



Do you bervM RmUmM P.O. V 


Uras*? P.a BOX 






ZIP 






a 








limntoA FtaT Nsnw 


Street 


C* 










Do TOM ftfttt* FtMUMM PjO. Ad 


IAms? P.a BOX 


a* 


State 

















EnvartysFulNtfM 



8Mfit 

Oo^tMmRKidOTtWPXXAddm? P.O. BOX aj~ 
_ 



Formal Rw. 10*25/99 
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Additional Information for CodeSafe 
Invention Description: 

An apparatus to protect an instruction or data set from mafcxMis orimintentional rrxriificaaon. (CodeSafe) 

A. Prior solutions and their <£sadvanfages (if available , attach copies of product Gterature, techn leaf 
articles, patents, etc.). 

When a system tiffl^mrf^ 

system at arty time. The typkaisotutiwi to ensure that an nptiafe's perforated c 

control coo> (an tsuimfiek^ Ttes works fewlywel to ensue 

withmieasonabtopfoodb^ 

However, iheie is no rjrot^ 

B. Problems soNed by the inventta^ 

This jrwerUionso^ (t also solves the problem of uninteirtonaf 

rnodrjicabon. 

C. Advantages of the invention over what has been done before. 
Byutifizingahaitrwamd^^ 

greaterprctor^tobea-«XTecrin»ge. Ato P amafclmrno(fifcatk)n The 

one-way function is kept as a ronvanyseoetandftatoncta 

machine -th*iefore ft cannrt^ Unintentional rntffficaticfiofthecrt^ 

manner. 

D. Description of the ccnstru^ 
bloc*, & tinning tiagra^ 
etc) 

Detailed description of the invenflon: 

There are two ways h which this inventkDncajU befni}tefnented: 
Implementation A: 

Tha system is comprised of three major etemerrts: 

1- Modifiable Memory 

2- Metrwy Controller Mechanism 

3- Mferoprocessor 

Thelnfonnatotoadedhtottw 

Wtien a software developer gene^^ 

tuncfiori\ thus creating ttre key. Tras one-way Iutk^ is kefXcc*^ 

The Menxxy control contains 

Before any Insbucions am passed to the microprocessor^ 

entire image, processes the t^wayfu^ 

stored En the ntodftalfe memory, rf these keys CaB to mate*, then kmto sat of code is executed 
would request a new image be loaded to to matfr», and wm the operator of p^ 
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I/* 

rnodfficagontotfierrochTO^ THs safe codeoouU exist as either ixw>-nxx!ifi^ MASK 

FtoM.orasabtockofthemodHiat]ieme^ 



irr^femerrtarjon B: 

The system is comprised of three major elements: 

1- Motffiabte Memory 

2- Menwy Ccntraler Mechanism 

3- On-chip rwiwrocfiftabie memory 

4- Mfcroprocessor 

ScntotoOTpternentaim 

andTsey\ 

Whm a soAw» developer genecabs a new 

tocfarT, thus creating the key. This ojie-way function Is ^ 

to this implemen&aSoiu fuwsver. the mernory controller contains a special purpose processor whose 
atgonthmfe contamed fa tte on-chip non-moalfiabte memory. The algorithm in this memory is not 
acoessijte to the main microprocessor TrttsafQonfJm tn^mentsn^ 
software <tewloper. 

Before any instructions are passed to the microprocessor, the memo^ 

processor reads in ihe entire fmage. processes the one-way function on the image, and compares the 
n*uftantkeywihtwkB^ ffthese keys M to mafcfcfien some "fcafcr set 

ofttxfefee*Bcut«Jwhfc*wot£H 

possm^rnafioousirodiib^ This safe cofe ootid exist a? either non- 

motfifiabte MASK RDM. or as a bfackofthemodffabfe 
ailow notification. 

The advantage of implementation B over imple mentati on A is that the algorithm for the one-way 
function could be very complex. Therefore a complete hardware implementation of such could 
be costly. The difficulty with implementation B is that the special purpose processor must not 
allow any of the mstrucuo ns issued to it be allowed outside of the integrated circuit, or else the 
integrity of the one-way function would be compromised. 

For a nice description of how the RSA team implemented a one-way function, please visit the 
Internet site: 

http://www,orst.cdu/dei>t^ 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



Serial No: 09/767,606 



Attorney 

Docket Number 10001436-1 



Filed: January 22, 2001 



Group Art Unit: 2136 



Inventor: Kenneth Smith 



RECEIVED 
©ENTRAl FAX CENTER 



Examiner: B. Hoffman 



Title: Method Of Maintaining Integrity 
Of An Instruction Or Data Set 



OCT 0 4 2004 



October 4, 2004 



DECLARATION UNDER 37 C.F.R. § 1.131 



I , Steven R. Ormiston, make the following declaration. 

1. I am a registered patent attorney representing Hewlett-Packard 
Company. From about April 2000 until August 2002 I served as the Outsourcing 
Manager for HP's patent department at the HP site in Boise, Idaho. During that 
time, I was responsible for managing the assignment to outside counsel and the 
filing of hundreds of patent applications each year based on invention disclosures 
generated by inventors at the Boise site. 

2. The pre-filing documents evidencing some of the events described 
below and ordinarily maintained by HP were destroyed when the hardcopy file for 
the above captioned patent application was recently scanned into an electronic file 
and then discarded. 

3. The following events occurred in this case between the time the 
Invention Disclosure document was submitted by the inventor and the time the 
application was filed, just as they did in every case processed by HP in the early 
2000s. 

The Invention Disclosure was reviewed by an HP patent review committee 
and approved for filing a patent application. 

The inventor was notified of the committee's decision and that the case would 
be assigned to an outside patent attorney for preparing the patent application. 

Declaration of Steven Ormiston 

Serial No. 09/767,606 -1- 
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A Request for Quote was sent to an outside patent attorney along with the 
Invention Disclosure requesting that the attorney submit a quote for the cost to 
prepare a patent application for the invention. 

The outside patent attorney's quote was reviewed by HP in-house counsel 
and, when it was found to be acceptable, a contract was awarded to the outside 
patent attorney to prepare the patent application. 

The outside patent attorney interviewed the inventor, prepared a first draft 
patent application and submited the first draft to the inventor for review. 

The inventor reviewed the first draft patent application and returned it to the 
outside patent attorney with comments and changes, if any. 

The outside patent attorney revised the patent application and submited a 
second draft patent application to the inventor for review. 

The inventor approved the second draft patent application (or made 
comments and changes, in which case the draft/review process was repeated). 

The outside patent attorney submited the inventor approved draft patent 
application to HP legal for review. 

An in-house HP patent attorney reviewed the inventor approved draft patent 
application and approved the application for filing (or returned the application to the 
outside patent attorney with comments and changes, in which case the review 
process was repeated). 

Once the patent application was approved by HP legal, the Declaration was 
prepared and the inventor signature obtained and then the application was filed with 
the U.S. Patent Office. 

I declare that all statements made in this Declaration of my own knowledge 
are true and that all statements made on information and belief are believed to be 
true, and further that these statements were made with the knowledge that willful 
false statements and the like so made are punishable by fine or imprisonment, or 
both, under Section 1001 of Title 18 of the United States Code and that such willful 
false statements may jeopardize the validity of the patent application or any patent 
issued on that application. 




Date 




Declaration of Steven Ormiston 
Serial No. 09/767,606 



-2- 
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